Trusted Application-Centric Ad-Hoc Networks

GangXu'3, CristianBorced&, andLiviu Iftodet

! Departmenbf ComputerScienceRutgers University, PiscatawayNJ 08854,USA
2 Departmenbf ComputerScienceNew Jersey Instituteof Technolagy, Nevark,NJ 07102,USA
3 AT&T, 200Laurel Ave, Middletown,NJ 07748,USA
f gxu,iftodeg@cs.rutgers.eduporcea@cs.njit.edu

Abstract

Nodesin MANETslack the protection offered by r e-
walls in infrastructue-basednetworksbecausamalicious
nodescan roaminto the vicinity of anothernodeand start
laundhingattads. Thispaperpresents distributedmeda-
nismthatallowstrustednodesto createprotectechetworks
in MANETSs.A protectechetworkis createdto run aspeci ¢
applicationand enfoice a commometworkaccessontol
policy associatedvith that application. To becomea mem-
ber in the protectednetwork,a node hasto demonstate
its trustworthinessy provingits ability to enfoice policies.
Attadks from untrustednodesare impossiblebecausehese
nodesare not allowedto establishwirelesdinks with mem-
ber nodes. Attadks from membemodesare stoppedat the
originators by the networkpolicy. Thetrustedexecutionof
all programsinvolvedin policy enfolcemenis guaranteed
by a kernel agent. We demonstate the correctnesof our
solutionthroughsecurityanalysisandits feasibilitythrough
a prototypeimplementatioriestedover an IEEE 802.11ad
hocnetwork.

1 Intr oduction

With theappearancef alarge numberof laptops,smart
phonesand wireless-enabledrehicular systems,applica-
tions running over mobile ad hoc networks (MANETS)
can nally malke their real-life detut [20, 1]. However,
mary peoplearestill reluctantto allow their devicesto join
MANETSs becauseurrenttechnologie€anat mostreactto

attacksfrom malicioususersafter theseattackshappened.

Unfortunately they cannotprevent attacksfrom reaching
“good” nodesas rewalls do in infrastructure-basedet-
works. Practically the conceptof protectednetworks,
shieldedrom externalattacksby a re wall enforcinga net-
work accesgontrolpolicy, doesnotexistin MANETS. The

This work was supportedn part by the NSF grantsCCR-0133366,

ANI-0121416,CNS-052012%ndCNS-0520033

1-4244-1455-5/07/$25.00 ¢ 2007 IEEE

reasonis that malicious nodescan simply roam into the
wirelesstransmissiorangeof anothemode,establisha di-
rectwirelesslink, andstartlaunchingattacks.

As an example, let us considera group of userswho
runapeerto-peerle sharingapplicationacrossa MANET
composedaf their smartphones.Throughadirectwireless
link or ad hocrouting, a malicioususercanattemptto ex-
ploit avulnerabilityin this applicationto compromiseother
nodes.Sincethereareno prior trustrelationshipdetween
the nodes,it is impossibleto identify the untrustednodes
andprotectagainsthem. Furthermoregvenif thesenodes
areknown andtheattackdaunchedrom themaredetected,
theseattackscanstill reachthetrustednodescausingdeple-
tion of resource®n smartphonege.g.,battery). To make
thingsevenworse,giventhe relatively low network capac-
ity, asingleattacler can ood the entirenetwork andmake
it unusable.

This paper presentsa distributed mechanismto cre-
ate protectedMANETs. Our solution is driven by an
application-centricview of MANETS. In most cases,a
group of nodesform suchnetworks to executea speci c
application(e.g.,a game,a peerto-peer le sharingappli-
cation). Thereforeijt is possibleto de ne acommonpolicy
agreeduponby all participantsvhowantto bene tfromthe
applicationandfoil attacks.Theright policy andenforcing
software(referredto asenforcer) mustbein placein order
to stopa speci c attack. In their simplestforms, a policy
canbede ned asa setof accessontrolrules,andthe en-
forcercanbearegularpaclet Iter. Eachparticipantmust
obtainthepolicy beforejoining the protectechetwork. The
initial nodesof the network obtainthe policy throughnego-
tiation or from the authoritythatdeploys the network. New
participantcandownloadit from othermembemodes.

Ourmechanisnmmequiresall membemnodedo enfoicethe
commonnetwork accessontrol policy, speci ¢ to the ap-
plication that triggeredthe formation of the network. A
nodes trustworthinessin enforcingthe policy is veri ed
beforeit canestablisHink layer connectvity with the pro-
tectednetwork. Attacksatthenetwork or abovelayersfrom



untrustedxternalnodesareimpossiblebecaus¢éhesenodes
cannotestablishwirelesslinks with any membemode. At-

tacksfrom trusted! membernodesare suppressedat the
originatorsby the commonnetwork policy. Thetrusteden-
forcementof the policy is guaranteedy a kernel agent,
which ensureghata nodecancommunicatén the network

only if the executionof all programsnvolvedin policy en-
forcementis not tamperedwith; otherwise the agenttears
down thelinks of its node.

Thismechanisnis built ontop of Saten28], ourtrusted
computingsystembasedon a low-end trusted hardware,
theTrustedPlatformModule(TPM) [26], whichguarantees
trustedexecutionfor a setof software components.Due
to its low costandbroadsupportby computermalers,the
TPM hasbeenalreadyintegratedin mary laptops(e.g.,HP
nc6020,Lenovo ThinkPad T43). In the nearfuture, it will
alsobe installedon smallermobile devices suchas PDAs
andmobile phoned27], which makesthe TPM-basedap-
proachusablefor mary typesof ad hoc networks. We im-
plementeda prototypeon Linux-basedsystemsandtested
it overanlEEE 802.11-baseddhocnetwork. The experi-
mentalresultsdemonstrat¢he feasibility andlow overhead
incurredby our system.

Thepaperis organizedasfollows. Section? givesabrief
overview of Satemour trustedcomputingsystem.In Sec-
tions3 and 4, we describethe systemarchitectureandthe
security protocolsthat supporttrustedpolicy enforcement
in adhocnetworks. We demonstrat¢éhe useof our method
througha casestudyin Section5. Section6 presentghe
prototypeimplementatiorandits experimentalevaluation.
Section7 addressessuesegardingmultiple applications,
policy updateand mobility. Relatedwork is discussedn
Section8. Finally, thepaperconcludesn Section9.

2 Satem:A Trusted Computing System

This sectionpresentsan overview of Satem[28], our
trustedcomputingsystemthat was leveragedto build the
mechanisnior creatingandmaintainingtrustedadhocnet-
works. Originally, we designedandimplementedsatento
ensurerequester®f aremotenetwork servicethatthe ser
vice executenly trustedcode.

Overview. Satemis composedf atrustedagentin the
OSkernelof the serviceplatform anda trust evaluator on
theusemlatform. Theserviceproviderperformstheattesta-
tion of the OSkernel(includingthetrustedagentthrougha
trustedbootprocessisingthe TPM speci ed by the Trusted
ComputingGroup (TCG). Subsequentlythe trustedagent
takes advantageof the serviceexecutioncontext to attest

1By trustednode, we meanary nodethat can be trustedto enforce
the commonnetwork accesscontrol policy, independenbf its trustedor
untrustecowner

only the codeloadeddynamicallyby the service.More im-
portantly it ensureghat the serviceexecutesonly trusted
codeby protectingthe serviceexecutionin the OSkernel.

Central to Satemis the commitment protocol. Be-
fore startinga transactiorwith a service,usersrequesthe
trustedagentto provide the attestatiorof the OS kernel,a
kernel commitmentand a servicecommitment The com-
mitmentsdescribeall the code les the kernelandthe ser
vice may executein all circumstancege.g.,executableslj-
braries).Thetrustedagentenforceghe kernelcommitment
atboottime andtheservicecommitmenuponbeingstarted,
suchthat the kernel and the serviceare forbiddento load
ary code les thatareeitherunde nedin the commitment
or tamperedwith. Therefore,if the requestereri es that
the kernel, the agent,and the commitmentsare trusted,it
is corvincedthat (1) the servicehasexecutedonly trusted
codeup to the time of attestation;and (2) the servicewill
continueto do soin thefollowing phaseslueto theprotec-
tion providedby thetrustedagent.

Trusted Systemlnitialization. In Satemthe rst step
is to establishthe trustedcomputingbasethatincludesthe
trustedagentand the entire OS kernel. This processin-
volvesatrustedboot,in which eachcomponentn the boot
sequencestartingfrom the TPM, attestghenext onebefore
handingover the control. For instanceon a Linux system
suchasthe oneusedfor our prototype, TPM computeghe
SHAlhashovertheBlOSimage BIOS computesheSHAL
hashover LILO, andLILO doesthe samefor the OS ker-
nel. Theattestatiomesultis savedin aTPM internalregister
andcanberetrievedasa TPM report, whichis signedwith
a TPM internal privatekey to prove its genuinenessThe
trustedagentis loadedalongwith the kernel. The useris
not allowedto disablethe agentunlesssherebootsthe ma-
chine.As aresult,the TPM reportcontainingtheattestation
resultsavedin the TPM is sufcient to prove agenuineker-
nelandtrustedagent.

Commitment. Satemde nes one kernel commitment
for thesystemandoneservicecommitmenfor eachservice
thatwantsto useit (referredto asprotectedservice).Each
pieceof softwaredescribedn the commitmentds de ned
by a combinationof its identi er (e.g.,nameandversion)
andthe SHAlhashe®f all its code les. To verify thecom-
mitment,the requestemusthave the correctSHA1 hashes
of all the code les de ned in the commitment;but given
the wide variety of software, this is impractical. We solve
this problemby generatinghe commitmentasa certi cate
throughcooperatiorwith the servicesoftwarevendorsand
athird-partytrustedcerti cate authority(CA). This process
consistf two steps:

1. Requestcode certi cates. The service provider re-
guestseachvendorto generate self-signedcodecer
ti cate in the sameformat asthe commitmentfor its
code.



- EIAP/ERAP -
user space Connection Manager < > Connection Manager
Policy Trusted Link | Link Layer Connection Link Trusted Policy
kernel space | Enforcer Agent Driver | - " Driver Agent Enforcer
hardware TPM Wireless NIC Wireless NIC TPM

Figure 1. The Common Security Architecture at Nodes

2. Signthe commitment.The requesteforwardsall the
codecerti cates andthe commitmentto a third-party
trustedCA. The CA needsto verify the signatureof
all codecerti catesandcomparehecodehasheén the
commitmentagainsthe certi cates. The CA signsthe
commitmentif andonly if it veri es all codecerti -
catesandcodehashesn thecommitment.

Satemonly guaranteegheintegrity andthe authenticity
of thecode but notits correctnessTherequestemusthave
a local trust policy that governswhich kernelandservices
aretrusted.It takestwo stepsto verify whethera serviceis
trusted. First, it authenticateshe kerneland servicecom-
mitmentcerti cates andlearnsthe identitiesof the kernel,
its modulesandtheservice 2. Secondit veri es thekernel
andthe serviceagainsthetrustpolicy.

Enforcement The agentenforcesthe kernel and ser
vice commitmentsin the sameway. It inserts check-
pointsin the kernelfunctionsrelatedto newv codeloading,
suchasdo_execve , sys _init _module , do_read and
do_mmap etc. Eachcheckpointdoesthefollowing:

1. checksif the currentprocessbelongsto the protected
service;

2. if positive, attestshe codeto beloadedandcompares
theresultwith the commitment;

3. if they donotmatch theattemptedoadis denied;

4. if they match thetrustedagentoadsthecodeandpro-
tectsit in memoryby standardprocesssolation pro-
videdby the OSkernel.In particular it disabledirect
memoryaccessrom userspacevia /dev/imem and
/devikmem .

3 Security Ar chitecture

The essentialidea of our mechanismis to allow only
nodeghatcanbetrustedto enforcea commonnetwork pol-
icy to be part of the protectedad hoc network, regardless

2Thecommitmentuthenticatioris nottrivial in adhocnetworks. Sec-
tion 3 present®ur solutionfor suchnetworks.

of whetherthe nodeis ownedby a trustedentity or not. To

accomplishthis goal, eachnode supportsa modi ed ver-

sionof Satem(i.e., thetrustedagentis modi ed for policy

enforcementpugmentedvith a connectiormanager anda

policy enforcer asillustratedin Figure1l. The connection
manageestablishethelink layerconnectiorandshareghe

policy with othernodes.The policy is a setof accesson-

trol rules,andthe enforceris a paclet Iter, suchasLinux

net lter, thatcanenforcetherules.

We adaptSatemto ensuretrustedexecutionof all code
involved in the policy enforcement. First, accordingto
Satemthe OS kernel(including the trustedagent,the pol-
icy enforcerandthelink layerdriver)is attestedy default.
Secondwe de ne a link commitmentwhich includesthe
connectiormanagein its protectionscope.Third, we mod-
ify Satems service-orientedommitmentprotocolandinte-
grateit into thelink layeraccesgontrolprotocols.This part
of thedesignwill bedetailedin Section4.

Commitment Evaluation. In Satemgevaluatinga com-
mitmentis reducedo authenticatinghe certi cate. In gen-
eral, this is non-trivial in ad hoc networks dueto the lack
of constantonnectiorto theInternetandPKI. A nodemay
still be ableto authenticatea certi cate if it locally holds
the public key of the signingcerti cate authorityor a valid
certi cate chainto it. However, it is unableto validatein
real-timethe certi cate sinceit hasno accesgo the CA's
certi cate revocationlist.

Theaboveissuecanbesigni cantly alleviatedgiventhe
specialnatureof the problemwe aimto solve. As discussed
in [10Q], althoughnodesdo not have persistentnternetcon-
nectvity, they canstill getonlinefrom timeto time. For ex-
ample,a usermay be off-line on aninter-city train mostof
thetime, but getonlinewhenthetrain entersatrain station.
Furthermorea Satemcommitmentonly statesthata code
le hasa certaincorrespondingsHAL digest. This factis
invariantunderary circumstancelLastly, sincethe ad hoc
network is formedfor a speci ¢ taskandonly lastsfor a
relatively shortperiodof time, thelikelihoodof revoking a
certi cate is negligible.

Basedon the aborve obsenations,we introducea short-
life certi cate to authenticat¢he commitmentWhenbeing
connectedo thelnternet,eachnodeobtainsaregularlong-
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Figure 2. Dual Port Access Control

life commitmentcerti cate C,, a short-life commitment
certi cate Cs andtheauthority's certi cate Ca . Whenlos-

ing Internetconnectvity, the nodecanstill usethe Cx to

authenticat€s of othernodes.Sincethiscerti cateis only

goodfor a shortperiodof time, thereis no needto be con-

cernedaboutrevocation. After Cg expires,thenodeneeds
to regain Internetaccesgo renev it usingits C, . The CA

veri es the C_ using PKI and grantsthe renaval request
withoutre-authenticating from scratch.

Policy Creation. If a MANET is deployed by an au-
thority, this authority is responsiblefor de ning and up-
datingthe policy. To ensureits authenticity the authority
signsthe policy and preloadsits public key on eachnode.
If the MANET is createdspontaneouslpy a setof nodes
(referredto as the creatorsof the network hereatfter),the
creatorsngyotiatethe policy usingexisting links. A typical
scenariois that the nodethat initiates the network, drafts
the policy and proposest to the others. The policy can
be signedusingthresholdbasedmethodssuchas[16, 29].
Whenthe policy is de ned, all creatorsdrop the existing
wirelesslinks with eachother Thesepeersthenrejoin the
network by running the secureprotocol describedn Sec-
tion 4.

In spontaneously-creat8dANET, thereis no assump-
tion aboutthe correctnes®r trustworthinessof the policy.
All the creatorsmay be malicious,andthey form the net-
work just to attractinnocentnodes.Therefore.a nodemay
needto evaluatethe policy independentlypasedon its own
needandcapabilityof enforcingthe policy. Sinceall nodes
intendingto join the network have the goal of executinga
commonapplication they aremotivatedto acceptareason-
ablecommonaccessontrol policy to bene t from the ap-
plicationandprotectthemselesfrom attacks.

Eachnodemay alreadyhave alocal policy to protectit-
selffrom maliciousnodes.Theremaybeacon ict between
the local policy andthe network policy. Policy rule con-
ict discovery andresolutionhasbeenextensiely studied
andmary methodsareavailable [9, 18]. In this paperwe
assumehe enforceris ableto useoneof thesemethods.

4 Protocols

Our approachrequiresthat the link layer have the fol-
lowing properties:

P1: dual port accessontmol;

P2 secuelink association
The conceptof dual port accessontrolis de ned in IEEE
802.1x[4], whichis supportedby IEEE 802.11(e.g.,Win-
dows XP andLinux provide suchsupport). The link layer
of a network nodehastwo accesgorts, uncontrolledand
controlled,asshowvn in Figure2. The controlledport has
full accesdo thelink layer, while the uncontrolledport is
usedonly for authenticationAny nodein thetransmission
rangecan connectto the uncontrolledport in orderto au-
thenticatatself. Only aftera successfuhuthenticatiorand
authorizatiorby the peernode,theinitiator canconnecto
thecontrolledport.

Oncea connectioris establishedthelink layermusten-
surethatit cannotbe hijacked. This is addressedtly secure
link associationlIn practice P2 is accomplishedisinglink
layer encryption(i.e., all framestransmittedover the link
areencrypted) Consequentlya nodewith a singlewireless
cardcanbepartof only oneprotectedMANET atatime.

We de ne two protocolsthat allow a nodeto join a
protectechetwork: Enforcementnitial ActivationProtocol
(EIAP) and EnforcementRe-Activation Protocol (ERAP).
Both protocolsperformthreetasks: (1) verifying the mu-
tual trustworthinessof nodes(2) sharingthelink layerkey,
and(3) distributing thenetwork policy. EIAP is usedto join
anetwork for the rst time, while ERAPIs usedto re-joina
network; their maindifferenceis the veri cation method.

Assumingthat a new nodeN¢ wantsto join a trusted
ad hoc network AN by initiating a link layer connection
requesto amembemodeof AN , N, the high-level view
of our securityprotocolsis asfollows:

1. N, calls its connectionmanagerto establisha link
layer connectionto N, . The connectionrmanagerof
N grantstheconnectioronly to its uncontrolledort.

2. The connectiormanageiof N callsthe trustedagent
to attesthecapabilityandtrustworthinessof enforcing
AN 'spolicy.

3. Theconnectioomanagenf N, veri es theattestation,
attestsitself and pushesAN 's policy P andthe link
layerkey k to Ne. It thengrantsN full accesgo its
controlledport.

4. After verifying N, 's attestationthe connectiorman-
agerof N invokesthe policy enforcerto enforceP
and nalizes the connectiorwith thelink layerkey k.
Note that the enforcermustbe alreadyloadedin the
OSkernel.
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Figure 3. The Enforcement Initial Activ ation
Protocol (EIAP)

In the restof the section,we presentthe two protocolsin
detail, followed by a discussionof the limitations of our
approach.

4.1 Enforcemen t Initial Activ ation Proto-
col (EIAP)

WhenanodeN, thathasneverconnectedo any nodeof
AN attemptso connectto a memberof AN , N, (we say
Ne connectdo AN viaNp, ), Ny, activatestheenforcement
of AN 's policy P on N throughthe EIAP protocol. The
protocolis illustratedin Figure3.

1. Theconnectiormanagepf N initiatesawirelesscon-
nectionrequesCREQ toNp,.

2. The connectionmanagerof N, grantsaccesdo its
uncontrolledport andreplieswith a randomnumber
noncen .

3. The connectionmanagerof N, attestsitself and de-
livers the commitmentsto N,,. To attestitself, the
connectionmanagerof N calls the trustedagentto
generatea TPM report (Re) of the kernel attestation
resultswith SH A1(noncey, jCejPK,) asthe param-
eter (j meansconcatenation).C, representghe link
commitmentand the kernel commitment. PK¢ is
the public key generatedy the connectionrmanager
The TPM signsboththe parameteandthe attestation
results. N, then generatesanotherrandomnumber
nonce, andsendRe, Ce, Nnonce; andPK e to N,

4. The connectionmanagerof N, activatesthe en-
forcementof P on Ne. The connectionmanagerof
N, validatesR. to make sureit is generatedby a
valid TPM. Then, it validatesthe parameterby re-
computingthe hashusingits storednonce;,, andthe
newly receved C, and PK.. Next, it generatesa
TPM reportin the sameway as N with a param-
eter SH A1(nonce,jCn jkjP), whereC,, represents
thelink andkernelcommitmentof N, k is thelink
layersessiorkey, andP is the network accessontrol

policy. Finally, the connectionmanagerencryptsthe
link layer sessionkey k with PK ¢, ENC(PK¢; k)
andsendsit with R,,, Cr,, andP to Ne. Then,N,
grantsN, full accesgo its controlledport.

5. N establishes full connectionwith N,,. N vali-
datesR, thesameway asN, did. Then,it evaluates
P beforeacceptingt. OnceP is acceptedit is pushed
to the policy enforcerwhich startsenforcingit imme-
diately Finally, N decryptsk usingthe correspond-
ing privatekey SK ¢, enabledink layerencryptionand
obtainsfull connectvity to N, 's controlledport.

The EIAP protocol enablesthe two nodesto mutually
verify trustworthinessin enforcingthe policy. Thisis nec-
essarybecausehe link to be establisheds bi-directional
andbothnodesneedto protectthemselesfrom eachother

Security Analysis. Let us considera local attacler on
N¢ (theanalysisholdsif theattaclerisonN, ). We assume
thatthe attacler cannotbreakthe TPM or launchhardware
basedattacks,andin particular cannotusedirect memory
accesgDMA). We further assumehat the attacler is un-
ableto bypasshe nodeoperatingsystemto gainaccesgo
systenresourcesuchasmemory CPU, network card,and
disk. Otherthantheserestrictionstheattacler canhavefull
control of the software system,including superuseprivi-
leges.

Disableenforremeniof P. The mostdirectattackis to
disablethe enforcemenbf P after obtainingthe connec-
tivity. The attacler cando so by disablingthe policy en-
forcer Thisrequiresremoving the policy enforcers kernel
module. The trustedagentinterceptsthe removal request,
clearsk, andtearsdown thelink beforeremaoving the mod-
ule. Thus,theattacler hasto rst disablethe trustedagent.
As we discusseckarlier oncebeingturnedon, the trusted
agentcannotbeturnedoff until next reboot.

Modify P. The attacler may attemptto modify the cur-
rent policy P at runtime. The trustedagentsecuresthe
memory spaceholding P suchthat only the connection
managehave write permissiongoit. Additionally, thecon-
nectionmanageis protectedoy the trustedagent. The at-
tacker maytry to runamaliciousconnectiormanagerThis
is allowed only if it is describedn the link commitment,
which meansthe link commitmentis also untrusted. N,
will recevethecommitmentat step3 andrefuseto trustthe
maliciousconnectiormanager

Stealk. Theattaclermayattempto stealthesessiorkey
k on the node. Thekey is securedby the trustedagentin
memoryandaccessibl®nly to theconnectiormanageand
thelink driver 3. The protocolensuressecuredistribution
of the key. On onehand,the key ownerwill not distribute
the key to ary untrustednode(step4). On the otherhand,

3Somedriversprovide simpleuserspaceutilities for usersto readthe
link layersessiorkey. In our method theseutilities will fail.



anodethatjoins the network will notaccepthekey from a
membemodeunlessthe membemodehasbeenveri ed to
betrusted(step5). Consequentlyanuntrustechodecannot
createa key andfool othersto acceptit.

Hijack k. Theattacler maytry to stealk in distribution.
The public-privatekey pair is dynamicallygeneratedand
the privatekey SK ¢ is saved in the connectionmanages
memoryand never disclosedto ary otherprocesses.The
trustedagentprotectsthe key from beingdisclosedto ary
procestherthanthe connectiormanager Hence the at-
taclker is unableto acquireSK ¢ to decryptk interceptecht
step4.

Play man-in-the-middle The attacler may attemptto
play aman-in-the-middlettackby replacingP K ¢ with her
own PK 5 in orderto decryptk with the privatekey SK ,
sheowns. AlthoughP K ¢ is not authenticateéh the proto-
col, it is attestedn thereportR.. The TPM reportcerti es
thatthe public key P K ¢ belongsto the systemattestedy
the TPM. Therefore,unlessthe attacler's systemis fully
trusted,which makesit impossibleto launchattacks,N
will detectthis andrefuseto distributek. Theattacler may
want to replay a valid TPM reportand exploit it to gain
trustfrom N, . Theprotocolfoils the attacler by including
nonce, andnonce, in theattestatiomeports.

4.2 Enforcemen t Re-Activ ation Proto col
(ERAP)

EIAP addressethe scenariovhereanexternalnodeN ¢
connectsto AN via N, 2 AN for the rst time. In
MANETS, the connectvity betweemodesandthe network
topology may changeconstantly For instance,N. may
roam out of the wirelesstransmissiorrangeof N, and
thereby it will losethe previously establisheadtonnection.
Subsequentlyt mayapproaclkanothemodeN, 2 AN and
re-establistconnectiorto AN via Ny,. This bringsup two
issueswhich make the useof EIAP unsuitablefor connec-
tion re-establishment.

First, the network policy may be updatedto accommo-
datecertainchangesn the network, which causeghe lo-
cal copieson Ny, andN¢ to be inconsistent. We needto
ensurethat only the mostrecentversionof P is enforced.
This problemcan be solved by assigninga versionnum-
berv to P, whichis incrementedvery time P is updated.
Secondthe nodesenforcingold policiesshouldbe discon-
nectedfrom the network. This canbe doneby having the
nodesenforcingthe new policy updatetheir link layer ses-
sionkey. As aresult,whenthe noderejoinsthe network, it
hasto requesthe new key to re-establistihe connectvity.

EIAP cansolve the above problems but it is too costly
dueto the needto generatethe TPM report and transmit
large datavia a partiallink. Thereforejt is desirableto op-
timize the protocolfor the link re-establishmenscenario.

Ne N
Pe ke 1. CREQ(Ve, NONCEY)

2. noncen, Pn
3. HMAC(ke, noncex | Pn)

4. ENC(Ke , kn), HMAC(ke, nonces | kn | Pn)
5. CONNECT

Ph, kn, ke

Figure 4. The Enforcement Re-Activ ation Pro-
tocol (ERAP)

We obsene thatboth Ne and Ny musthave beenveri ed
beforethey were allowed to connectto AN for the rst
time. Owninganold key impliesthatit hasbeenprotected
by the trustedagent. Otherwise|if ary programde nedin
the commitmentavas compromisedsincelast connection,
thetrustedagentwould have wiped out the key. Therefore,
we canlet eachnodehold the pastV keys andusethemto
computea keyed messagauthenticatiorcode(HMAC) to
prove its trustworthiness.Figure4 illustratesthe Enforce-
mentRe-Activation Protocol(ERAP) assuming\, hasthe
latestpolicy.

1. N sendsarequesto Ny, to establisha full link. Ng
includesits policy versionve and a randomnumber
nonce; in therequestN, cannotlie aboutits ve since
it will beveri ed laterby Ny,.

2. Ny grantsaccesdo its uncontrolledport. Ny, replies
with anotherrandomnumbernonce,. It also com-
paresits policy versionv,, with ve andincludesthe
latestpolicy Py, in thereplyif vy > ve.

3. N authenticateso Ny. If Ne authenticate$,, it
learnsthatits policy needso be updated.It computes
H M AC (ke; nonce,jPr) andsendst backto Ny,.

4. Ny, veries N¢ and distributes k, to Ne. Verify-
ing HM AC (ke; nonce,jPr) proves that Ne holds
ke and Pj. Ny then encrypts k;, with ke
(EN C(ke; kn)) and sendsthe encryptedkey with
H M AC (Ke; noncesjknjPp).

5. N veri es Ny, andestablisheafull link with Ny,. Ver
ifying HM AC (ke; noncesjknjPpr) corvincesNg that
Ny holdske andenforcesP,,. Ne overwritesPe with
Pn recevedatstep2. N thendecryptsE N C(ke; ky)
andobtainsky . It cannow enabldink layerencryption
andestabliskull connectvity with Np,.

In caseof v, < Ve, therolesof Ng and Ny, are just
swapped.Ny sendsy, insteadof Py, atstep2. N sendsPe
atstep3with HM AC (ky ; nonce,jPe). Therestis similar.

P, kn, ke



Security Analysis. As discussedh EIAP, theattacleris
unableto breaktheconnectiormanagerthepolicy enforcer
or thetrustedagent.As aresult,shecannotobtainthelink
layer sessiorkey without enforcingthe policy. Addition-
ally, shecannotmodify thepolicy or stealthelink layerses-
sionkeys onthe machineeither Sothenew key distributed
atstep4 is safe.

Thenumberof old keyskeptoneachnode,V , is adesign
parameterlf anodehasmissedtoo mary policy updatesit
cannotre-connecto the network throughERAP sincenone
of the nodesenforcingthe latestpolicy hold the old keys
ary more. In this casejt hasto join asa newv nodethrough
EIAP.

4.3 Limitations

Runtime intrusion. Thesecurityof our methodlargely
dependon the securityof the underlyingtrustedsystem,
whichonly preventsuntrusteccodefrom beingloadedfrom
the disk. Therefore,our approachis unableto tackle run-
timeintrusionexploiting codevulnerabilitiessuchasbuffer
over ows. Thisproblemis mitigatedbecaus¢heattestation
may revealthe codethathasknown vulnerabilities.Hence,
the usercan avoid trusting the vulnerablecode. Further
more,asuccessfuintrusionis usuallyfollowedby invoking
otherlocalprograms Ourmethodrestrictstheattacler'sca-
pability to run arbitrarylocal codebecausearny coderun by
theprotectedservicemustbe de ned in thecommitment.

Attacking the uncontrolled port. Neither EIAP nor
ERAP preventsthe attacler from sendingink layerframes
to the uncontrolledport of its one-hopaway neighbor The
attacler can leveragethis weaknesgo ood its neighbor
nodes. We addresghis weaknessrom two perspecties.
First, ooding theuncontrolledink layerportis by farless
effective than ooding the network layer. This is because
in theformercasetheattacler canonly targeta smallnum-
berof nodesin herone-hopvicinity. In the latter case she
cantargetary nodein the network andexploit widely dis-
tributeddenial-of-servicelavesto dramaticallyamplify the
damage.Hence,our methodaddressethe main and most
severethreat. Secondthis weaknesganbe effectively ad-
dressedy hostbasedcountermeasurd41]. For instance,
limiting the rate of acceptingconnectionrequestan foil
resourcalepletionattacks.

Attacking the connectionmanager The attacler may

ood the connectionmanagerof the protectednode with
overwhelmingconnectionrequests.To mitigate the prob-
lem, the protectednode canlimit the rate of handlingthe
connectiorrequestdo boundthe resourcespenton EIAP
andERAPprocessingln addition,EIAP andERAPrequire
theconnectiorrequesteto do the attestationrst at step3.
Sinceattestatioris muchmorecostly thanveri cation, the
dif culty of theattackis increased.The attacler hasto ei-

therusea high-endcomputeror control a large numberof
low-endcomputers.

Kernel update. During the time the node maintainsa
link with the network, loadingnew kernelmodulesis lim-
ited by the kernel commitment. For instance,if the node
obtainsanew driver, whichis notde nedin thekernelcom-
mitment,it cannotoadthedriveruntil it rebootghesystem.

5 CaseStudy

To illustrate our mechanismlet us considera simplead
hocnetwork createdor a peerto-peer le sharingapplica-
tion, namelyMute [5]. For instance,a group of students
on-campuscan usetheir 802.11-enabledmartphonesto
createsuchanetwork. Thestudentslo notknow eachother
andwantto protectthemselesfrom beingattacled by ma-
licious peers. Sincethe network is formed for a speci c
application(i.e., Mute), the network accessontrol policy
mustdery ary otherconnectionrequestrom differentap-
plications.Additionally, eventhoughMute connectionsre
acceptedthe policy mustprotectthe nodesagainstattacks
thattargetMute suchas ooding.

Figure5 shavs an exampleof a policy for this applica-
tion expressedn pseudonet Iter rules. We assumedhat
Mute runson TCP port 5000. Furthermoreto allow multi-
hop communicatiorthe network runsthe AODV [21] rout-
ing protocolon UDP port 654. Eachcomputerusesinter-
facewifi0  to join theadhocnetwork.

IN
R1  Mark=1 TCP from anyt o wifiO !Local_IP:5000

ouT

R2 Al ow TCP SESSI ON fr omwifiOt o any:5000

R3 Allow TCP SYN fromwifiOt o any:50001 i mit 3/s
R4 Al ow UDP fromwifiOtoany:654 |imt 10/s

R5 Allow TCP fromwifiOt o any:5000 Mar k==1

R6 Drop TCP or UDP fromwifiOt o any

FORWARD
R7 Drop fromanyto wifi0

Figure 5. The Policy for File Sharing Network

TherulesR2 6allow only MuteandAODV trafc tobe
sentfrom eachnode.Hence attacksto otherserviceqe.g.,
defaultservicessuchasnetbios ) areimpossible.Theat-
tackercouldtry to exploit oneof theallowedservicesMute
andAODV. A directattackis to ood Mute, but thisis sig-
ni cantly limited by R 3 which allows a nodeto initiate at
most 3 TCP connectionger second. Oncea sessiorhas
beenestablishedR 2 allows pacletsto be sentat ary rate.
Similarto R 3, R4 protectsAODV from being ooded. All



theseattacksare stoppedat their originatorswithout hav-
ing ary impacton the targetnodeor the network. This is
impossiblethroughrecever sideprotection.

R1 andR5 enforcehop-by-hoppacket forwarding for
Mute trafc. PerR1, the nodemarksan incoming (pre-
routing) Mute paclet of whichit is notthedestination.This
meansanothemodeusest asaroutet PerR 5, themarked
pacletsareallowedto beforwarded.In amorecomplicated
scenariosomeprotectechodesmay have multiple wireless
network cardsandbe in multiple networks. The attacler
mayleveragehisfactto launchattackdrom anunprotected
network to nodesin the protectednetwork. R7 stopsthis
attackby forbiddingpacletforwardingacrosdifferentnet-
works.

Policiessuchasthe onedescribedn this sectioncanbe
enforcedby built-in kernel Iters (e.g.,net Iter). Thesel-
terscaneasilybe extendedby addingmodulesandthereby
cansupportmorecomplicatedpolicies. For example,if the
applicationis vulnerableto a buffer over ow attackandthe
attacksignatures known, one canimplementan extended
moduleto checkthespeci c sighaturen thepaclketandstop
the attackat the originator Consequentlyour methodis
e xible andextensible.

6 Prototype Implementation and Evaluation

To shaw the feasibility of our mechanismwe imple-
mentedand evaluateda prototypethat works over IEEE
802.11-basedhetworks. We implementecthe Satempro-
totype under the Linux 2.6.12 kernel [28]. The core
of the prototype is the trusted agent, which is small
but integrated in mary placesin the OS kernel, in-
cluding system and kernel calls such as do_execve ,
do_mmap sys _init _module , sys _open, do_fork ,
file _nopage, etc. We patchedthe of cial Linux kernel
to addthesemodi cations.

The EIAP and ERAP protocolsareimplementedn the
connectiommanagemsextensionsof IEEE 802.1x. To im-
plementthe connectionmanagerwe modify xsuppli-
cant [6], anopensource802.1xclientandhostapd [3],
an opensource802.1xsener. The two connectionman-
agersconductthe protocolnegotiationvia the EAPOLpro-
tocol [8]. We usedthebuilt-in net Iter astheenforcer

To simplify the implementation, we used 802.11
WEP [2] to encryptthe link. Extensve researchstudies
shaved that WEP is insufcient to guaranteesecureasso-
ciation [12]. Othertypesof strongerencryptionsuchas
WPA [2] canbeusedto replace/NVEPR For instancejntegra-
tion with WPA is straightforward, but more con guration
work in xsupplicant ~ andhostapd is needed.

Our methodincurs a certainlateng for link layer con-
nectionestablishmerdnddatacommunicationTo measure
them, we usedtwo nodesthat createan IEEE 802.11bad

| Scenario | Lateng (in seconds) |
802.11WEP 1.2
EIAP 3.1
ERAP 1.9

Table 1. ConnectionEstablishmentLatency

| Scenario | DownloadSpeedKB/second)]
Open 235.23
WEP 230.57
Our Solution 229.42

Table 2. Data Communication Performance

hocnetwork for theapplicationdescribedn Section5. The
sourcenodeNs is anIBM R40 laptopwith a 1.3GhzPen-
tium M CPU,512MRAM, anlntel IPW2100wirelesscard,
and an Atmel TPM. The destinationnodeNp is an IBM

T43 laptopwith a 1.7GhzPentiumM CPU, 512M RAM,

andan Atheroswirelesscard.

The link establishmentateng is shavn in Table 1.
Comparedo thelink layerconnectiorestablishmenin the
standard302.11bwith 104 bit WEP authenticationEIAP
incursahighoverheadn theinitial link establishmentThis
is mainly dueto thecostof collectingattestatiomeportsand
thenegotiationsover EAPOL As expectedthe overheadbf
ERAP s signi cantly reducedbecausét doesnot perform
thecostlytrustveri cation. We believethattheseresultsare
acceptablegspeciallybecausehe high overheadmposed
by EIAP is justa one-timecost. After that,thetypical over
headis reducedhroughtheuseof ERAPfor reconnections.

The overheadof joining is insigni cant for the over
all wirelesscommunicationperformancebecauseconnec-
tion establishmenhappensnly oncein a while evenin a
volatile network. The costthatdominateghe overall net-
work performances the lateny of datacommunication.
To quantify this cost,we measuredhe download speedof
Mute in threenetworks: standardopen802.11b,standard
802.11bwith WER anda trustednetwork thatenforceghe
policy presentedn Figure5. Sincewe measuredhe cost
whenthe link wasfully establishedthis costis relatively
x ed per paclet (i.e., policy enforcement).Therefore,us-
ing large les increasesheaccuray of thecostestimation.
In thetest,we let nodeN 5 download256M les from Np .

As Table2 shows, our methodincurssmallperformance
degradationcomparedto both the open802.11b(2.47%)
and WEP-based302.11b(0.5%). This resultis due to
the fact that our methoddoesnot incur ary costsbesides
WEP encryptionandpaclet Itering, which arevery light-
weighted. Anotherreasonis the simplicity of the policy
beingenforced.



7 Discussion

Usersin MANETs maywantto updatethe network pol-
icy dynamicallyor to run multiple applications. Further
more,mobility couldleadto brokenlinks betweermembers
of a protectedchetwork. This sectiondiscusseshe behaior
of our methodwhensuchsituationshappen.

Policy update In relative static ad hoc networks, there
may be a needof updatingthe policy aftera while; thisis-
suecanhardlyappeaiin highly mobile networkswhich are
short-livedby de nition. The proces®f generatinghenew
policy is the sameas creatingthe rst policy discussedn
Section 3. WhenanodeN; updatests currentpolicy with
the new policy, it alsoreplacests old link layer key with
thenew key. If N; is connectedo N; thathasnot updated
its policy, thelink is dropped.N; canre-establistthe link
with N;j using ERAP protocol, causingN;'s policy to be
updated.Therefore updatingthe policy is the sameascre-
ating a new protectedVANET. The only differenceis that
nodegjoin the new MANET throughthe muchlightweight
ERAP protocol.

Droppingthelink will breakary establishedpplication
sessions.To mitigate this problem,we introducea “non-
disturbance”ag to the connectiormanager The usercan
turnit onto deferpolicy update.

Execution of multiple applications. Whenthe nodes
of a protectedMANET want to run a new applicationin
additionto their existing applicationsthey needto update
their currentpolicy to cover the new applicationas well.
By doing so, thesenodesform a new protectedMANET
anddisconnecthemselesfrom othernodesn the existing
protectedVIANET thatrefuseto updatethe existing policy.

The usersmay want to regulate eachapplication. For
example,nodescommunicatinghrougha le sharingap-
plication want to ensurethat everyoneprovidesa fair ser
vice (e.g.,allowing othernodego download les fromthem
ratherthan just downloadingfrom others). This requires
de ning apolicy speci ¢ to eachapplicationandenforcing
all policiessimultaneouslyOur methodlacksthis capabil-
ity. Currently we areinvestigatinghow to extendtheideaof
trustedVIANET to multiple applicationsanddevelopa pol-
icy enforcingframework to supportdynamiccomposition
of trustedapplicationnetworks.

Mobility . Mobility of nodeshasnegative impacton our
methodduring link establishmenphase.It may make the
EIAP or ERAP protocolincompletedueto lossof physical
connectvity. Hence,in orderto join a trustednetwork, a
nodemay have to try multiple nodesuntil it cancomplete
the protocolwith one of them. Oncethe trustednetwork
is fully establishedmobility doesnot affect our method.
In this case the overheadncurredfrom re-routingandre-
transmissions increasedecausef higherchanceof bro-
kenlinks. However, sinceall nodeshave the network key,

they canestablisha link betweereachotherwithout going
throughour protocols.Hence the only costof our method
in communicationis enforcingthe policy, which is deter
minedby the total volume of traf c andthe compleity of
thepolicy.

8 RelatedWork

Our work leveragesprevious researchon trustedcom-
putinganddistributedpolicy enforcement.

Trusted Computing. Bothhardwareandsoftwarebased
methodshave beenproposedo ensurerustedsoftwareex-
ecution. The hardwareapproachesuchas|BM 4758][7],
Dyad [30], and XOM [17] demandhigh-end hardware,
which is unlikely to be ubiquitouslydeployed. Puresoft-
waremethodssuchas [15], SWATT [25], andPioneei[24]
challengdghetargetsystemnto attestits softwarestackwithin
atime limit. Thesemethodsassumeknowledgeaboutthe
target systems clock speedanda noticeabledelay caused
by forging the samechecksumNeitherof themholdsin ad
hocnetworkscomputing.

As an emenging trend, Terra [13], Microsoft
NGSCB [19], and IBM TCGLinux [23] balance be-
tween the hardware and software approaches. These
approachesleverage a low-end trusted hardware like
TPM [26] to boosttrust on a setof software components,
which further ensuredrustworthinessof the execution of
target programs.Satemdiffersfrom themin the scopeand
persistenceof protection. First, our methodonly focuses
on the codethat the target programsdependon. Thus, it
cancatchevery attemptto compromisehe executionof the
protectedprogramswithout falsepositivessinceirrelevant
changesdn the systemwill not be monitored. Second by
enforcing the commitments,our method guaranteeghe
trustworthinessof the target programsnot only at thetime
of attestationput alsofor futureexecutions.

Distrib uted Policy Enforcement. The distributed re-
wall conceptoriginally proposedby Bellovin was imple-
mentedin [14]. In this approachthe rewall functionis
distributed on all protectedhosts,eachof which enforces
the accesscontrol policy. This approachs a recever side
defenseanddoesnot preventattacksfrom reachingthevic-
tims.

Our methodis closeto [22], which enablesnetwork
accesyoliciesto be enforcedon eachVVPN client. This
methodtargets clients owned by legitimate usersbut im-
properlycon gured. As an attestation-onlyapproachijt is
insufcient to ensuretrustedenforcemenof the policy in
faceof malicioushostowners. Our method,on the other
hand worksevenif thenodeis controlledby attaclers.Fur-
thermore dueto theadhocnetwork nature our methodad-
dresseainiqueissuessuchaspolicy synchronizationmo-
bility, reconnectionsandlink layer integration, which do



notexist in corporate/PN applications.

9 Conclusions

This paperpresente@ mechanisnfor creatingprotected
adhocnetworks. Thecreationof suchnetworksis triggered
by userghatwantto runacommonapplication.Our mech-
anismdoesnot allow untrustednodesto establishwireless
links with nodesin the protectednetworks. Furthermore,
it enforcesa commonnetwork accessontrol policy in the
network; this policy is associatedvith the applicationrun-
ning in the network. Attacksfrom membemodesare sup-
pressedocally by the commonnetwork policy. To ensure
trustedenforcemenof thepolicy, weaugmentedverynode
with atrustedkernelagentbasednthe TPM. We evaluated
the methodthrougha prototypebasedon an IEEE 802.11
ad hoc network. The resultsdemonstrateéhe feasibility of
theproposednethodaswell asits low overhead.
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