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Abstract

Nodesin MANETslack the protectionoffered by �r e-
walls in infrastructure-basednetworksbecausemalicious
nodescan roaminto thevicinity of anothernodeandstart
launchingattacks.Thispaperpresentsa distributedmecha-
nismthatallowstrustednodesto createprotectednetworks
in MANETs.A protectednetworkis createdto run a speci�c
applicationandenforcea commonnetworkaccesscontrol
policy associatedwith that application.To becomea mem-
ber in the protectednetwork,a nodehas to demonstrate
its trustworthinessbyproving its ability to enforcepolicies.
Attacksfromuntrustednodesare impossiblebecausethese
nodesarenotallowedto establishwirelesslinkswith mem-
ber nodes.Attacks from membernodesare stoppedat the
originatorsby thenetworkpolicy. Thetrustedexecutionof
all programsinvolvedin policy enforcementis guaranteed
by a kernel agent. We demonstrate the correctnessof our
solutionthroughsecurityanalysisandits feasibilitythrough
a prototypeimplementationtestedover an IEEE 802.11ad
hocnetwork.

1 Intr oduction

With theappearanceof a largenumberof laptops,smart
phonesand wireless-enabledvehicular systems,applica-
tions running over mobile ad hoc networks (MANETs)
can �nally make their real-life debut [20, 1]. However,
many peoplearestill reluctantto allow their devicesto join
MANETs becausecurrenttechnologiescanatmostreactto
attacksfrom malicioususersafter theseattackshappened.
Unfortunately, they cannotprevent attacksfrom reaching
“good” nodesas �re walls do in infrastructure-basednet-
works. Practically, the conceptof protectednetworks,
shieldedfrom externalattacksby a �re wall enforcinganet-
work accesscontrolpolicy, doesnotexist in MANETs. The
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reasonis that maliciousnodescan simply roam into the
wirelesstransmissionrangeof anothernode,establisha di-
rectwirelesslink, andstartlaunchingattacks.

As an example, let us considera group of userswho
runapeer-to-peer�le sharingapplicationacrossaMANET
composedof their smartphones.Througha directwireless
link or ad hoc routing,a malicioususercanattemptto ex-
ploit avulnerabilityin thisapplicationto compromiseother
nodes.Sincethereareno prior trust relationshipsbetween
the nodes,it is impossibleto identify the untrustednodes
andprotectagainstthem.Furthermore,evenif thesenodes
areknown andtheattackslaunchedfrom themaredetected,
theseattackscanstill reachthetrustednodescausingdeple-
tion of resourceson smartphones(e.g.,battery). To make
thingsevenworse,giventherelatively low network capac-
ity, a singleattacker can�ood theentirenetwork andmake
it unusable.

This paper presentsa distributed mechanismto cre-
ate protectedMANETs. Our solution is driven by an
application-centricview of MANETs. In most cases,a
group of nodesform suchnetworks to executea speci�c
application(e.g.,a game,a peer-to-peer�le sharingappli-
cation).Therefore,it is possibleto de�ne a commonpolicy
agreeduponby all participantswhowantto bene�t from the
applicationandfoil attacks.Theright policy andenforcing
software(referredto asenforcer) mustbe in placein order
to stopa speci�c attack. In their simplestforms, a policy
canbede�ned asa setof accesscontrol rules,andtheen-
forcercanbea regularpacket �lter . Eachparticipantmust
obtainthepolicy beforejoining theprotectednetwork. The
initial nodesof thenetwork obtainthepolicy throughnego-
tiationor from theauthoritythatdeploys thenetwork. New
participantscandownloadit from othermembernodes.

Ourmechanismrequiresall membernodesto enforcethe
commonnetwork accesscontrol policy, speci�c to the ap-
plication that triggeredthe formation of the network. A
node's trustworthinessin enforcing the policy is veri�ed
beforeit canestablishlink layerconnectivity with thepro-
tectednetwork. Attacksat thenetwork or abovelayersfrom



untrustedexternalnodesareimpossiblebecausethesenodes
cannotestablishwirelesslinks with any membernode.At-
tacksfrom trusted1 membernodesare suppressedat the
originatorsby thecommonnetwork policy. Thetrusteden-
forcementof the policy is guaranteedby a kernel agent,
whichensuresthata nodecancommunicatein thenetwork
only if theexecutionof all programsinvolvedin policy en-
forcementis not tamperedwith; otherwise,theagenttears
down thelinks of its node.

Thismechanismis built ontopof Satem[28], ourtrusted
computingsystembasedon a low-end trustedhardware,
theTrustedPlatformModule(TPM) [26], whichguarantees
trustedexecutionfor a set of software components.Due
to its low costandbroadsupportby computermakers,the
TPM hasbeenalreadyintegratedin many laptops(e.g.,HP
nc6020,Lenovo ThinkPadT43). In thenearfuture, it will
alsobe installedon smallermobile devicessuchasPDAs
andmobile phones[27], which makesthe TPM-basedap-
proachusablefor many typesof adhocnetworks. We im-
plementeda prototypeon Linux-basedsystemsandtested
it over anIEEE 802.11-basedadhocnetwork. Theexperi-
mentalresultsdemonstratethefeasibilityandlow overhead
incurredby oursystem.

Thepaperis organizedasfollows.Section2 givesabrief
overview of Satem,our trustedcomputingsystem.In Sec-
tions3 and 4, we describethesystemarchitectureandthe
securityprotocolsthat supporttrustedpolicy enforcement
in adhocnetworks. We demonstratetheuseof our method
througha casestudy in Section5. Section6 presentsthe
prototypeimplementationandits experimentalevaluation.
Section7 addressesissuesregardingmultiple applications,
policy updateandmobility. Relatedwork is discussedin
Section8. Finally, thepaperconcludesin Section9.

2 Satem: A Trusted Computing System

This sectionpresentsan overview of Satem[28], our
trustedcomputingsystemthat was leveragedto build the
mechanismfor creatingandmaintainingtrustedadhocnet-
works. Originally, we designedandimplementedSatemto
ensurerequestersof a remotenetwork servicethat theser-
viceexecutesonly trustedcode.

Overview. Satemis composedof a trustedagent in the
OSkernelof theserviceplatformanda trust evaluatoron
theuserplatform.Theserviceproviderperformstheattesta-
tion of theOSkernel(includingthetrustedagent)througha
trustedbootprocessusingtheTPM speci�edby theTrusted
ComputingGroup(TCG). Subsequently, the trustedagent
takes advantageof the serviceexecutioncontext to attest

1By trustednode,we meanany nodethat can be trustedto enforce
the commonnetwork accesscontrol policy, independentof its trustedor
untrustedowner.

only thecodeloadeddynamicallyby theservice.More im-
portantly, it ensuresthat the serviceexecutesonly trusted
codeby protectingtheserviceexecutionin theOSkernel.

Central to Satem is the commitmentprotocol. Be-
fore startinga transactionwith a service,usersrequestthe
trustedagentto provide the attestationof the OS kernel,a
kernel commitment, anda servicecommitment. The com-
mitmentsdescribeall thecode�les thekernelandtheser-
vicemayexecutein all circumstances(e.g.,executables,li-
braries).Thetrustedagentenforcesthekernelcommitment
atboottimeandtheservicecommitmentuponbeingstarted,
suchthat the kerneland the serviceare forbiddento load
any code�les thatareeitherunde�nedin thecommitment
or tamperedwith. Therefore,if the requesterveri�es that
the kernel, the agent,and the commitmentsare trusted,it
is convincedthat (1) the servicehasexecutedonly trusted
codeup to the time of attestation;and(2) the servicewill
continueto dosoin thefollowing phasesdueto theprotec-
tion providedby thetrustedagent.

Trusted SystemInitialization. In Satem,the �rst step
is to establishthe trustedcomputingbasethat includesthe
trustedagentand the entire OS kernel. This processin-
volvesa trustedboot,in which eachcomponentin theboot
sequence,startingfrom theTPM,atteststhenext onebefore
handingover thecontrol. For instance,on a Linux system
suchastheoneusedfor our prototype,TPM computesthe
SHA1hashovertheBIOSimage,BIOScomputestheSHA1
hashover LILO, andLILO doesthe samefor the OS ker-
nel. Theattestationresultis savedin aTPM internalregister
andcanberetrievedasa TPM report, which is signedwith
a TPM internalprivatekey to prove its genuineness.The
trustedagentis loadedalongwith the kernel. The useris
not allowedto disabletheagentunlesssherebootsthema-
chine.As aresult,theTPM reportcontainingtheattestation
resultsavedin theTPM is suf�cient to proveagenuineker-
nelandtrustedagent.

Commitment. Satemde�nes one kernel commitment
for thesystemandoneservicecommitmentfor eachservice
thatwantsto useit (referredto asprotectedservice).Each
pieceof softwaredescribedin thecommitmentsis de�ned
by a combinationof its identi�er (e.g.,nameandversion)
andtheSHA1hashesof all its code�les. To verify thecom-
mitment,the requestermusthave thecorrectSHA1hashes
of all the code�les de�ned in the commitment;but given
thewide varietyof software,this is impractical. We solve
this problemby generatingthecommitmentasa certi�cate
throughcooperationwith theservicesoftwarevendorsand
athird-partytrustedcerti�cate authority(CA). Thisprocess
consistsof two steps:

1. Requestcode certi�cates. The serviceprovider re-
questseachvendorto generatea self-signedcodecer-
ti�cate in the sameformat as the commitmentfor its
code.
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Figure 1. The Common Security Architecture at Nodes

2. Signthe commitment.The requesterforwardsall the
codecerti�catesandthe commitmentto a third-party
trustedCA. The CA needsto verify the signaturesof
all codecerti�catesandcomparethecodehashesin the
commitmentagainstthecerti�cates.TheCA signsthe
commitmentif andonly if it veri�es all codecerti�-
catesandcodehashesin thecommitment.

Satemonly guaranteesthe integrity andtheauthenticity
of thecode,but not its correctness.Therequestermusthave
a local trust policy that governswhich kernelandservices
aretrusted.It takestwo stepsto verify whethera serviceis
trusted. First, it authenticatesthe kernelandservicecom-
mitmentcerti�catesandlearnsthe identitiesof the kernel,
its modules,andtheservice 2. Second,it veri�es thekernel
andtheserviceagainstthetrustpolicy.

Enforcement The agentenforcesthe kernel and ser-
vice commitmentsin the sameway. It inserts check-
pointsin the kernelfunctionsrelatedto new codeloading,
suchasdo execve , sys init module , do read and
do mmap, etc.Eachcheckpointdoesthefollowing:

1. checksif thecurrentprocessbelongsto theprotected
service;

2. if positive,atteststhecodeto beloadedandcompares
theresultwith thecommitment;

3. if they donotmatch,theattemptedloadis denied;

4. if they match,thetrustedagentloadsthecodeandpro-
tectsit in memoryby standardprocessisolationpro-
videdby theOSkernel.In particular, it disablesdirect
memoryaccessfrom userspacevia /dev/mem and
/dev/kmem .

3 Security Ar chitecture

The essentialidea of our mechanismis to allow only
nodesthatcanbetrustedto enforceacommonnetwork pol-
icy to be part of the protectedad hoc network, regardless

2Thecommitmentauthenticationis not trivial in adhocnetworks.Sec-
tion 3 presentsoursolutionfor suchnetworks.

of whetherthenodeis ownedby a trustedentity or not. To
accomplishthis goal, eachnodesupportsa modi�ed ver-
sionof Satem(i.e., thetrustedagent is modi�ed for policy
enforcement)augmentedwith a connectionmanager anda
policy enforcer as illustratedin Figure1. The connection
managerestablishesthelink layerconnectionandsharesthe
policy with othernodes.Thepolicy is a setof accesscon-
trol rules,andtheenforceris a packet �lter , suchasLinux
net�lter, thatcanenforcetherules.

We adaptSatemto ensuretrustedexecutionof all code
involved in the policy enforcement. First, accordingto
Satem,theOSkernel(including the trustedagent,thepol-
icy enforcer, andthelink layerdriver) is attestedby default.
Second,we de�ne a link commitment, which includesthe
connectionmanagerin its protectionscope.Third,wemod-
ify Satem'sservice-orientedcommitmentprotocolandinte-
grateit into thelink layeraccesscontrolprotocols.Thispart
of thedesignwill bedetailedin Section4.

Commitment Evaluation. In Satem,evaluatinga com-
mitmentis reducedto authenticatingthecerti�cate. In gen-
eral, this is non-trivial in ad hoc networks dueto the lack
of constantconnectionto theInternetandPKI. A nodemay
still be able to authenticatea certi�cate if it locally holds
thepublic key of thesigningcerti�cate authorityor a valid
certi�cate chain to it. However, it is unableto validatein
real-timethe certi�cate sinceit hasno accessto the CA's
certi�cate revocationlist.

Theabove issuecanbesigni�cantly alleviatedgiventhe
specialnatureof theproblemweaimto solve. As discussed
in [10], althoughnodesdo nothave persistentInternetcon-
nectivity, they canstill getonlinefrom timeto time. For ex-
ample,a usermaybeoff-line on aninter-city train mostof
thetime,but getonlinewhenthetrainentersa trainstation.
Furthermore,a Satemcommitmentonly statesthat a code
�le hasa certaincorrespondingSHA1digest. This fact is
invariantunderany circumstance.Lastly, sincethead hoc
network is formed for a speci�c task andonly lastsfor a
relatively shortperiodof time, thelikelihoodof revoking a
certi�cate is negligible.

Basedon theabove observations,we introducea short-
life certi�cate to authenticatethecommitment.Whenbeing
connectedto theInternet,eachnodeobtainsa regularlong-
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life commitmentcerti�cate CL , a short-life commitment
certi�cate CS andtheauthority'scerti�cate CA . Whenlos-
ing Internetconnectivity, the nodecanstill usethe CA to
authenticateCS of othernodes.Sincethiscerti�cate is only
goodfor a shortperiodof time, thereis no needto becon-
cernedaboutrevocation.After CS expires,thenodeneeds
to regainInternetaccessto renew it usingits CL . TheCA
veri�es the CL using PKI and grantsthe renewal request
without re-authenticatingit from scratch.

Policy Creation. If a MANET is deployed by an au-
thority, this authority is responsiblefor de�ning and up-
datingthe policy. To ensureits authenticity, the authority
signsthe policy andpreloadsits public key on eachnode.
If the MANET is createdspontaneouslyby a setof nodes
(referredto as the creatorsof the network hereafter),the
creatorsnegotiatethepolicy usingexisting links. A typical
scenariois that the nodethat initiates the network, drafts
the policy and proposesit to the others. The policy can
be signedusingthresholdbasedmethodssuchas[16, 29].
When the policy is de�ned, all creatorsdrop the existing
wirelesslinks with eachother. Thesepeersthenrejoin the
network by running the secureprotocoldescribedin Sec-
tion 4.

In spontaneously-createdMANET, thereis no assump-
tion aboutthe correctnessor trustworthinessof the policy.
All the creatorsmay be malicious,andthey form the net-
work just to attractinnocentnodes.Therefore,a nodemay
needto evaluatethepolicy independentlybasedon its own
needandcapabilityof enforcingthepolicy. Sinceall nodes
intendingto join the network have the goal of executinga
commonapplication,they aremotivatedto accepta reason-
ablecommonaccesscontrol policy to bene�t from theap-
plicationandprotectthemselvesfrom attacks.

Eachnodemayalreadyhave a local policy to protectit-
self from maliciousnodes.Theremaybeacon�ict between
the local policy and the network policy. Policy rule con-
�ict discovery andresolutionhasbeenextensively studied
andmany methodsareavailable [9, 18]. In this paper, we
assumetheenforceris ableto useoneof thesemethods.

4 Protocols

Our approachrequiresthat the link layer have the fol-
lowing properties:

P1: dualport accesscontrol;
P2: secure link association;

Theconceptof dualport accesscontrol is de�ned in IEEE
802.1x[4], which is supportedby IEEE 802.11(e.g.,Win-
dows XP andLinux provide suchsupport).The link layer
of a network nodehastwo accessports,uncontrolledand
controlled,asshown in Figure2. The controlledport has
full accessto the link layer, while the uncontrolledport is
usedonly for authentication.Any nodein thetransmission
rangecanconnectto the uncontrolledport in order to au-
thenticateitself. Only aftera successfulauthenticationand
authorizationby thepeernode,the initiator canconnectto
thecontrolledport.

Onceaconnectionis established,thelink layermusten-
surethat it cannotbehijacked. This is addressedby secure
link association.In practice,P2 is accomplishedusinglink
layer encryption(i.e., all framestransmittedover the link
areencrypted).Consequently, anodewith asinglewireless
cardcanbepartof only oneprotectedMANET at a time.

We de�ne two protocols that allow a node to join a
protectednetwork: EnforcementInitial ActivationProtocol
(EIAP) andEnforcementRe-Activation Protocol(ERAP).
Both protocolsperformthreetasks: (1) verifying the mu-
tual trustworthinessof nodes,(2) sharingthelink layerkey,
and(3) distributingthenetwork policy. EIAP is usedto join
anetwork for the�rst time,while ERAPis usedto re-joina
network; theirmaindifferenceis theveri�cation method.

Assumingthat a new nodeNe wantsto join a trusted
ad hoc network AN by initiating a link layer connection
requestto a membernodeof AN , Nm , thehigh-level view
of oursecurityprotocolsis asfollows:

1. Ne calls its connectionmanagerto establisha link
layer connectionto Nm . The connectionmanagerof
Nm grantstheconnectiononly to its uncontrolledport.

2. Theconnectionmanagerof Ne calls the trustedagent
to attestthecapabilityandtrustworthinessof enforcing
AN 'spolicy.

3. Theconnectionmanagerof Nm veri�es theattestation,
attestsitself andpushesAN 's policy P and the link
layerkey k to Ne. It thengrantsNe full accessto its
controlledport.

4. After verifying Nm 's attestation,theconnectionman-
agerof Ne invokes the policy enforcerto enforceP
and�nalizes theconnectionwith the link layerkey k.
Note that the enforcermustbe alreadyloadedin the
OSkernel.
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Figure 3. The Enforcement Initial Activ ation
Protocol (EIAP)

In the restof the section,we presentthe two protocolsin
detail, followed by a discussionof the limitations of our
approach.

4.1 Enforcemen t Initial Activ ation Proto-
col (EIAP)

WhenanodeNe thathasneverconnectedto any nodeof
AN attemptsto connectto a memberof AN , Nm (we say
Ne connectsto AN via Nm ), Nm activatestheenforcement
of AN 's policy P on Ne throughthe EIAP protocol. The
protocolis illustratedin Figure3.

1. Theconnectionmanagerof Ne initiatesawirelesscon-
nectionrequestCREQ to Nm .

2. The connectionmanagerof Nm grantsaccessto its
uncontrolledport andreplieswith a randomnumber,
noncem .

3. The connectionmanagerof Ne attestsitself and de-
livers the commitmentsto Nm . To attestitself, the
connectionmanagerof Ne calls the trustedagentto
generatea TPM report (Re) of the kernelattestation
resultswith SH A1(noncem jCejPK e) as the param-
eter (j meansconcatenation).Ce representsthe link
commitmentand the kernel commitment. PK e is
the public key generatedby the connectionmanager.
TheTPM signsboththeparameterandtheattestation
results. Ne then generatesanotherrandomnumber
noncee andsendsRe, Ce, noncee andPK e to Nm

4. The connectionmanagerof Nm activates the en-
forcementof P on Ne. The connectionmanagerof
Nm validatesRe to make sure it is generatedby a
valid TPM. Then, it validatesthe parameterby re-
computingthe hashusing its storednoncem andthe
newly received Ce and PK e. Next, it generatesa
TPM report in the sameway as Ne with a param-
eter SH A1(nonceejCm jkjP), whereCm represents
the link andkernelcommitmentsof Nm , k is the link
layersessionkey, andP is thenetwork accesscontrol

policy. Finally, the connectionmanagerencryptsthe
link layer sessionkey k with PK e, EN C(PK e; k)
andsendsit with Rm , Cm , andP to Ne. Then,Nm

grantsNe full accessto its controlledport.

5. Ne establishesa full connectionwith Nm . Ne vali-
datesRm thesameway asNm did. Then,it evaluates
P beforeacceptingit. OnceP is accepted,it is pushed
to thepolicy enforcer, which startsenforcingit imme-
diately. Finally, Ne decryptsk usingthe correspond-
ingprivatekey SK e, enableslink layerencryption,and
obtainsfull connectivity to Nm 's controlledport.

The EIAP protocol enablesthe two nodesto mutually
verify trustworthinessin enforcingthepolicy. This is nec-
essarybecausethe link to be establishedis bi-directional
andbothnodesneedto protectthemselvesfrom eachother.

Security Analysis. Let us considera local attacker on
Ne (theanalysisholdsif theattacker is onNm ). Weassume
thattheattacker cannotbreaktheTPM or launchhardware
basedattacks,andin particular, cannotusedirect memory
access(DMA). We further assumethat the attacker is un-
ableto bypassthenodeoperatingsystemto gainaccessto
systemresourcessuchasmemory, CPU,network card,and
disk. Otherthantheserestrictions,theattackercanhavefull
control of the softwaresystem,including superuserprivi-
leges.

Disableenforcementof P. The mostdirect attackis to
disablethe enforcementof P after obtainingthe connec-
tivity. The attacker cando so by disablingthe policy en-
forcer. This requiresremoving thepolicy enforcer's kernel
module. The trustedagentinterceptsthe removal request,
clearsk, andtearsdown thelink beforeremoving themod-
ule. Thus,theattacker hasto �rst disablethetrustedagent.
As we discussedearlier, oncebeingturnedon, the trusted
agentcannotbeturnedoff until next reboot.

Modify P. Theattacker mayattemptto modify thecur-
rent policy P at runtime. The trustedagentsecuresthe
memory spaceholding P such that only the connection
managerhavewrite permissionsto it. Additionally, thecon-
nectionmanageris protectedby the trustedagent.The at-
tackermaytry to runamaliciousconnectionmanager. This
is allowed only if it is describedin the link commitment,
which meansthe link commitmentis alsountrusted.Nm

will receivethecommitmentatstep3 andrefuseto trustthe
maliciousconnectionmanager.

Stealk. Theattackermayattemptto stealthesessionkey
k on the node. The key is securedby the trustedagentin
memoryandaccessibleonly to theconnectionmanagerand
the link driver 3. Theprotocolensuressecuredistribution
of thekey. On onehand,thekey ownerwill not distribute
thekey to any untrustednode(step4). On theotherhand,

3Somedriversprovide simpleuserspaceutilities for usersto readthe
link layersessionkey. In ourmethod,theseutilities will fail.



anodethatjoins thenetwork will notacceptthekey from a
membernodeunlessthemembernodehasbeenveri�ed to
betrusted(step5). Consequently, anuntrustednodecannot
createakey andfool othersto acceptit.

Hijack k. Theattacker maytry to stealk in distribution.
The public-privatekey pair is dynamicallygenerated,and
the privatekey SK e is saved in the connectionmanager's
memoryandnever disclosedto any otherprocesses.The
trustedagentprotectsthe key from beingdisclosedto any
processotherthantheconnectionmanager. Hence,theat-
tacker is unableto acquireSK e to decryptk interceptedat
step4.

Play man-in-the-middle. The attacker may attemptto
playaman-in-the-middleattackby replacingPK e with her
own PK a in orderto decryptk with the privatekey SK a

sheowns. AlthoughPK e is not authenticatedin theproto-
col, it is attestedin thereportRe. TheTPM reportcerti�es
that thepublic key PK e belongsto thesystemattestedby
the TPM. Therefore,unlessthe attacker's systemis fully
trusted,which makesit impossibleto launchattacks,Nm

will detectthis andrefuseto distributek. Theattackermay
want to replay a valid TPM report and exploit it to gain
trustfrom Nm . Theprotocolfoils theattackerby including
noncee andnoncem in theattestationreports.

4.2 Enforcemen t Re-Activ ation Proto col
(ERAP)

EIAP addressesthescenariowhereanexternalnodeNe

connectsto AN via Nm 2 AN for the �rst time. In
MANETs, theconnectivity betweennodesandthenetwork
topology may changeconstantly. For instance,Ne may
roam out of the wirelesstransmissionrangeof Nm , and
thereby, it will losethe previously establishedconnection.
Subsequently, it mayapproachanothernodeNh 2 AN and
re-establishconnectionto AN via Nh . This bringsup two
issues,which make theuseof EIAP unsuitablefor connec-
tion re-establishment.

First, the network policy may be updatedto accommo-
datecertainchangesin the network, which causesthe lo-
cal copieson Nh andNe to be inconsistent.We needto
ensurethat only the mostrecentversionof P is enforced.
This problemcan be solved by assigninga versionnum-
berv to P, which is incrementedevery time P is updated.
Second,thenodesenforcingold policiesshouldbediscon-
nectedfrom the network. This canbe doneby having the
nodesenforcingthenew policy updatetheir link layerses-
sionkey. As a result,whenthenoderejoinsthenetwork, it
hasto requestthenew key to re-establishtheconnectivity.

EIAP cansolve theabove problems,but it is too costly
due to the needto generatethe TPM report and transmit
largedatavia a partial link. Therefore,it is desirableto op-
timize the protocol for the link re-establishmentscenario.
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Figure 4. The Enforcement Re-Activ ation Pro-
tocol (ERAP)

We observe that both Ne andNh musthave beenveri�ed
before they were allowed to connectto AN for the �rst
time. Owninganold key implies that it hasbeenprotected
by the trustedagent.Otherwise,if any programde�ned in
the commitmentswascompromisedsincelast connection,
thetrustedagentwould have wipedout thekey. Therefore,
we canlet eachnodehold thepastV keys andusethemto
computea keyedmessageauthenticationcode(HMAC) to
prove its trustworthiness.Figure4 illustratesthe Enforce-
mentRe-ActivationProtocol(ERAP)assumingNh hasthe
latestpolicy.

1. Ne sendsa requestto Nh to establisha full link. Ne

includesits policy versionve and a randomnumber
noncee in therequest.Ne cannotlie aboutits ve since
it will beveri�ed laterby Nh .

2. Nh grantsaccessto its uncontrolledport. Nh replies
with anotherrandomnumbernonceh . It also com-
paresits policy versionvh with ve and includesthe
latestpolicy Ph in thereply if vh > ve.

3. Ne authenticatesto Nh . If Ne authenticatesPh , it
learnsthat its policy needsto beupdated.It computes
H M AC (ke; nonceh jPh ) andsendsit backto Nh .

4. Nh veri�es Ne and distributes kh to Ne. Verify-
ing H M AC (ke; nonceh jPh ) proves that Ne holds
ke and Ph . Nh then encrypts kh with ke

(EN C(ke; kh )) and sendsthe encryptedkey with
H M AC (ke; nonceejkh jPh ).

5. Ne veri�es Nh andestablishesafull link with Nh . Ver-
ifying H M AC (ke; nonceejkh jPh ) convincesNe that
Nh holdske andenforcesPh . Ne overwritesPe with
Ph receivedat step2. Ne thendecryptsEN C(ke; kh )
andobtainskh . It cannow enablelink layerencryption
andestablishfull connectivity with Nh .

In caseof vh < ve, the roles of Ne and Nh are just
swapped.Nh sendsvh insteadof Ph atstep2. Ne sendsPe

atstep3 with H M AC (kh ; nonceh jPe). Therestis similar.



Security Analysis. As discussedin EIAP, theattacker is
unabletobreaktheconnectionmanager, thepolicy enforcer,
or thetrustedagent.As a result,shecannotobtainthe link
layer sessionkey without enforcingthe policy. Addition-
ally, shecannotmodify thepolicy or stealthelink layerses-
sionkeyson themachineeither. Sothenew key distributed
atstep4 is safe.

Thenumberof old keyskeptoneachnode,V , is adesign
parameter. If anodehasmissedtoomany policy updates,it
cannotre-connectto thenetwork throughERAPsincenone
of the nodesenforcingthe latestpolicy hold the old keys
any more. In this case,it hasto join asa new nodethrough
EIAP.

4.3 Limitations

Runtime intrusion. Thesecurityof our methodlargely
dependson the securityof the underlyingtrustedsystem,
whichonly preventsuntrustedcodefrom beingloadedfrom
the disk. Therefore,our approachis unableto tacklerun-
time intrusionexploiting codevulnerabilitiessuchasbuffer
over�ows.Thisproblemis mitigatedbecausetheattestation
mayrevealthecodethathasknown vulnerabilities.Hence,
the usercan avoid trusting the vulnerablecode. Further-
more,asuccessfulintrusionis usuallyfollowedby invoking
otherlocalprograms.Ourmethodrestrictstheattacker'sca-
pability to runarbitrarylocal codebecauseany coderunby
theprotectedservicemustbede�ned in thecommitment.

Attacking the uncontrolled port. Neither EIAP nor
ERAPpreventstheattacker from sendinglink layerframes
to theuncontrolledport of its one-hopaway neighbor. The
attacker can leveragethis weaknessto �ood its neighbor
nodes. We addressthis weaknessfrom two perspectives.
First, �ooding theuncontrolledlink layerport is by far less
effective than�ooding the network layer. This is because
in theformercasetheattackercanonly targetasmallnum-
berof nodesin herone-hopvicinity. In the lattercase,she
cantargetany nodein thenetwork andexploit widely dis-
tributeddenial-of-serviceslavesto dramaticallyamplify the
damage.Hence,our methodaddressesthe main andmost
severethreat.Second,this weaknesscanbeeffectively ad-
dressedby hostbasedcountermeasures[11]. For instance,
limiting the rateof acceptingconnectionrequestscanfoil
resourcedepletionattacks.

Attacking the connectionmanager. Theattacker may
�ood the connectionmanagerof the protectednodewith
overwhelmingconnectionrequests.To mitigate the prob-
lem, the protectednodecan limit the rateof handlingthe
connectionrequeststo boundthe resourcesspenton EIAP
andERAPprocessing.In addition,EIAP andERAPrequire
theconnectionrequesterto do theattestation�rst at step3.
Sinceattestationis muchmorecostly thanveri�cation, the
dif�culty of theattackis increased.Theattacker hasto ei-

therusea high-endcomputeror control a largenumberof
low-endcomputers.

Kernel update. During the time the nodemaintainsa
link with thenetwork, loadingnew kernelmodulesis lim-
ited by the kernelcommitment. For instance,if the node
obtainsanew driver, whichis notde�nedin thekernelcom-
mitment,it cannotloadthedriveruntil it rebootsthesystem.

5 CaseStudy

To illustrateour mechanism,let usconsidera simplead
hocnetwork createdfor a peer-to-peer�le sharingapplica-
tion, namelyMute [5]. For instance,a groupof students
on-campuscan usetheir 802.11-enabledsmartphonesto
createsuchanetwork. Thestudentsdonotknow eachother
andwantto protectthemselvesfrom beingattackedby ma-
licious peers. Sincethe network is formed for a speci�c
application(i.e., Mute), the network accesscontrol policy
mustdeny any otherconnectionrequestfrom differentap-
plications.Additionally, eventhoughMuteconnectionsare
accepted,thepolicy mustprotectthenodesagainstattacks
thattargetMutesuchas�ooding.

Figure5 shows an exampleof a policy for this applica-
tion expressedin pseudonet�lter rules. We assumedthat
Mute runson TCPport 5000.Furthermore,to allow multi-
hopcommunicationthenetwork runstheAODV [21] rout-
ing protocolon UDP port 654. Eachcomputerusesinter-
facewifi0 to join theadhocnetwork.

IN 
R 1 Mar k=1 TCP f r om any t o wifi0 !Local_IP:5000  
 
OUT 
R 2 Al l ow TCP SESSI ON f r om wifi0 t o any:5000  
R 3 Al l ow TCP SYN f r om wifi0 t o any:5000 l i mi t  3/s  
R 4 Al l ow UDP f r om wifi0 t o any:654 l i mi t  10/s   
R 5 Al l ow TCP f r om wifi0 t o any:5000 Mar k==1   
R 6 Dr op TCP or  UDP f r om wifi0 t o any   
 
FORWARD 
R 7 Dr op f r om any t o wifi0  
 

Figure 5. The Polic y for File Sharing Network

TherulesR2� 6 allow onlyMuteandAODV traf�c to be
sentfrom eachnode.Hence,attacksto otherservices(e.g.,
default servicessuchasnetbios ) areimpossible.Theat-
tackercouldtry to exploit oneof theallowedservices:Mute
andAODV. A directattackis to �ood Mute,but this is sig-
ni�cantly limited by R3 which allows a nodeto initiate at
most 3 TCP connectionsper second. Oncea sessionhas
beenestablished,R2 allows packetsto besentat any rate.
Similar to R3, R4 protectsAODV from being�ooded. All



theseattacksarestoppedat their originatorswithout hav-
ing any impacton the targetnodeor the network. This is
impossiblethroughreceiversideprotection.

R1 andR5 enforcehop-by-hoppacket forwarding for
Mute traf�c. Per R1, the nodemarksan incoming (pre-
routing)Mutepacketof which it is not thedestination.This
meansanothernodeusesit asa router. PerR5, themarked
packetsareallowedto beforwarded.In amorecomplicated
scenario,someprotectednodesmayhavemultiple wireless
network cardsandbe in multiple networks. The attacker
mayleveragethisfactto launchattacksfrom anunprotected
network to nodesin the protectednetwork. R7 stopsthis
attackby forbiddingpacket forwardingacrossdifferentnet-
works.

Policiessuchastheonedescribedin this sectioncanbe
enforcedby built-in kernel�lters (e.g.,net�lter). These�l-
terscaneasilybeextendedby addingmodulesandthereby
cansupportmorecomplicatedpolicies.For example,if the
applicationis vulnerableto a buffer over�ow attackandthe
attacksignatureis known, onecanimplementanextended
moduleto checkthespeci�c signaturein thepacketandstop
the attackat the originator. Consequently, our methodis
�e xible andextensible.

6 Prototype Implementation and Evaluation

To show the feasibility of our mechanism,we imple-
mentedand evaluateda prototypethat works over IEEE
802.11-basednetworks. We implementedthe Satempro-
totype under the Linux 2.6.12 kernel [28]. The core
of the prototype is the trusted agent, which is small
but integrated in many places in the OS kernel, in-
cluding system and kernel calls such as do execve ,
do mmap, sys init module , sys open , do fork ,
file nopage , etc. We patchedtheof�cial Linux kernel
to addthesemodi�cations.

The EIAP andERAP protocolsareimplementedin the
connectionmanagerasextensionsof IEEE 802.1x.To im-
plementthe connectionmanager, we modify xsuppli-
cant [6], anopensource802.1xclient andhostapd [3],
an opensource802.1xserver. The two connectionman-
agersconducttheprotocolnegotiationvia theEAPOLpro-
tocol [8]. We usedthebuilt-in net�lter astheenforcer.

To simplify the implementation, we used 802.11
WEP [2] to encrypt the link. Extensive researchstudies
showed that WEP is insuf�cient to guaranteesecureasso-
ciation [12]. Other typesof strongerencryptionsuchas
WPA [2] canbeusedto replaceWEP. For instance,integra-
tion with WPA is straightforward, but more con�guration
work in xsupplicant andhostapd is needed.

Our methodincursa certainlatency for link layer con-
nectionestablishmentanddatacommunication.To measure
them,we usedtwo nodesthat createan IEEE 802.11bad

Scenario Latency (in seconds)

802.11WEP 1.2
EIAP 3.1
ERAP 1.9

Table 1. ConnectionEstablishmentLatency

Scenario DownloadSpeed(KB/second)
Open 235.23
WEP 230.57
OurSolution 229.42

Table 2. Data Communication Performance

hocnetwork for theapplicationdescribedin Section5. The
sourcenodeNS is anIBM R40 laptopwith a 1.3GhzPen-
tium M CPU,512MRAM, anIntel IPW2100wirelesscard,
andan Atmel TPM. The destinationnodeND is an IBM
T43 laptopwith a 1.7GhzPentiumM CPU, 512M RAM,
andanAtheroswirelesscard.

The link establishmentlatency is shown in Table 1.
Comparedto thelink layerconnectionestablishmentin the
standard802.11bwith 104 bit WEP authentication,EIAP
incursahighoverheadin theinitial link establishment.This
is mainlydueto thecostof collectingattestationreportsand
thenegotiationsoverEAPOL. As expected,theoverheadof
ERAPis signi�cantly reducedbecauseit doesnot perform
thecostlytrustveri�cation. Webelievethattheseresultsare
acceptable,especiallybecausethe high overheadimposed
by EIAP is justaone-timecost.After that,thetypicalover-
headis reducedthroughtheuseof ERAPfor reconnections.

The overheadof joining is insigni�cant for the over-
all wirelesscommunicationperformancebecauseconnec-
tion establishmenthappensonly oncein a while even in a
volatile network. The cost that dominatesthe overall net-
work performanceis the latency of datacommunication.
To quantify this cost,we measuredthedownloadspeedof
Mute in threenetworks: standardopen802.11b,standard
802.11bwith WEP, anda trustednetwork thatenforcesthe
policy presentedin Figure5. Sincewe measuredthe cost
whenthe link was fully established,this cost is relatively
�x ed per packet (i.e., policy enforcement).Therefore,us-
ing large�les increasestheaccuracy of thecostestimation.
In thetest,we let nodeNS download256M�les from ND .

As Table2 shows,ourmethodincurssmallperformance
degradationcomparedto both the open802.11b(2.47%)
and WEP-based802.11b(0.5%). This result is due to
the fact that our methoddoesnot incur any costsbesides
WEPencryptionandpacket �ltering, which arevery light-
weighted. Another reasonis the simplicity of the policy
beingenforced.



7 Discussion

Usersin MANETs maywantto updatethenetwork pol-
icy dynamicallyor to run multiple applications. Further-
more,mobility couldleadto brokenlinks betweenmembers
of a protectednetwork. This sectiondiscussesthebehavior
of ourmethodwhensuchsituationshappen.

Policy update In relative staticad hoc networks, there
maybea needof updatingthepolicy aftera while; this is-
suecanhardlyappearin highly mobilenetworkswhich are
short-livedby de�nition. Theprocessof generatingthenew
policy is the sameascreatingthe �rst policy discussedin
Section 3. Whena nodeN i updatesits currentpolicy with
the new policy, it alsoreplacesits old link layer key with
thenew key. If N i is connectedto N j thathasnot updated
its policy, the link is dropped.N i canre-establishthe link
with N j usingERAP protocol,causingN j 's policy to be
updated.Therefore,updatingthepolicy is thesameascre-
atinga new protectedMANET. Theonly differenceis that
nodesjoin thenew MANET throughthemuchlightweight
ERAPprotocol.

Droppingthelink will breakany establishedapplication
sessions.To mitigate this problem,we introducea “non-
disturbance”�ag to theconnectionmanager. Theusercan
turn it on to deferpolicy update.

Execution of multiple applications. When the nodes
of a protectedMANET want to run a new applicationin
additionto their existing applications,they needto update
their currentpolicy to cover the new applicationas well.
By doing so, thesenodesform a new protectedMANET
anddisconnectthemselvesfrom othernodesin theexisting
protectedMANET thatrefuseto updatetheexistingpolicy.

The usersmay want to regulateeachapplication. For
example,nodescommunicatingthrougha �le sharingap-
plication want to ensurethat everyoneprovidesa fair ser-
vice(e.g.,allowingothernodesto download�les from them
ratherthan just downloadingfrom others). This requires
de�ning a policy speci�c to eachapplicationandenforcing
all policiessimultaneously. Our methodlacksthis capabil-
ity. Currently, weareinvestigatinghow to extendtheideaof
trustedMANET to multipleapplicationsanddevelopapol-
icy enforcingframework to supportdynamiccomposition
of trustedapplicationnetworks.

Mobility . Mobility of nodeshasnegative impacton our
methodduring link establishmentphase.It may make the
EIAP or ERAPprotocolincompletedueto lossof physical
connectivity. Hence,in order to join a trustednetwork, a
nodemay have to try multiple nodesuntil it cancomplete
the protocolwith oneof them. Oncethe trustednetwork
is fully established,mobility doesnot affect our method.
In this case,theoverheadincurredfrom re-routingandre-
transmissionis increasedbecauseof higherchanceof bro-
ken links. However, sinceall nodeshave thenetwork key,

they canestablisha link betweeneachotherwithout going
throughour protocols.Hence,theonly costof our method
in communicationis enforcingthe policy, which is deter-
minedby the total volumeof traf�c andthecomplexity of
thepolicy.

8 RelatedWork

Our work leveragesprevious researchon trustedcom-
putinganddistributedpolicy enforcement.

Trusted Computing. Bothhardwareandsoftwarebased
methodshave beenproposedto ensuretrustedsoftwareex-
ecution. The hardwareapproachessuchasIBM 4758[7],
Dyad [30], and XOM [17] demandhigh-end hardware,
which is unlikely to be ubiquitouslydeployed. Puresoft-
waremethodssuchas [15], SWATT [25], andPioneer[24]
challengethetargetsystemto attestits softwarestackwithin
a time limit. Thesemethodsassumeknowledgeaboutthe
target system's clock speedanda noticeabledelaycaused
by forging thesamechecksum.Neitherof themholdsin ad
hocnetworkscomputing.

As an emerging trend, Terra [13], Microsoft
NGSCB [19], and IBM TCGLinux [23] balance be-
tween the hardware and software approaches. These
approachesleverage a low-end trusted hardware like
TPM [26] to boosttrust on a setof softwarecomponents,
which further ensurestrustworthinessof the executionof
targetprograms.Satemdiffers from themin thescopeand
persistenceof protection. First, our methodonly focuses
on the codethat the target programsdependon. Thus, it
cancatcheveryattemptto compromisetheexecutionof the
protectedprogramswithout falsepositivessinceirrelevant
changesin the systemwill not be monitored. Second,by
enforcing the commitments,our method guaranteesthe
trustworthinessof the targetprogramsnot only at the time
of attestation,but alsofor futureexecutions.

Distrib uted Policy Enforcement. The distributed�re-
wall conceptoriginally proposedby Bellovin was imple-
mentedin [14]. In this approach,the �re wall function is
distributedon all protectedhosts,eachof which enforces
the accesscontrol policy. This approachis a receiver side
defenseanddoesnotpreventattacksfrom reachingthevic-
tims.

Our methodis close to [22], which enablesnetwork
accesspolicies to be enforcedon eachVPN client. This
methodtargetsclients owned by legitimate usersbut im-
properlycon�gured. As an attestation-onlyapproach,it is
insuf�cient to ensuretrustedenforcementof the policy in
faceof malicioushostowners. Our method,on the other
hand,worksevenif thenodeis controlledby attackers.Fur-
thermore,dueto theadhocnetwork nature,ourmethodad-
dressesuniqueissuessuchaspolicy synchronization,mo-
bility, reconnections,and link layer integration,which do



notexist in corporateVPN applications.

9 Conclusions

Thispaperpresentedamechanismfor creatingprotected
adhocnetworks.Thecreationof suchnetworksis triggered
by usersthatwantto runacommonapplication.Ourmech-
anismdoesnot allow untrustednodesto establishwireless
links with nodesin the protectednetworks. Furthermore,
it enforcesa commonnetwork accesscontrolpolicy in the
network; this policy is associatedwith theapplicationrun-
ning in thenetwork. Attacksfrom membernodesaresup-
pressedlocally by thecommonnetwork policy. To ensure
trustedenforcementof thepolicy, weaugmentedeverynode
with atrustedkernelagentbasedontheTPM.Weevaluated
the methodthrougha prototypebasedon an IEEE 802.11
ad hoc network. The resultsdemonstratethe feasibility of
theproposedmethodaswell asits low overhead.
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